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Abstract of WO 0057290 (A1) 

A device structure is provided for carrying out safe 
encryption and decryption in information processors, 
communication devices and file management 
devices for security. Such devices are usually 
composed of a plurality of semiconductor devices, 
which may include secret data in its memory. An 
inventive structure comprises an integrated-circuit 
CPU that includes a microprocessor, a cryptographic 
algorithm ROM, cryptographic hardware, random 
access memory, key storage areas and an external 
bus control unit. Encryption and decryption are 
carried out only in the CPU, and the operation in the 
CPU cannot be inferred from signals outside the 
CPU. 
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(57) Abstract 

A device structure is provided for 
carrying out safe encryption and decryption in 
information processors, communication devices 
and file management devices for security. Such 
devices are usually composed of a plurality of 
semiconductor devices, which may include 
secret data in its memory. An inventive 
structure comprises an integrated-circuit CPU 
that includes a microprocessor, a cryptographic 
algorithm ROM, cryptographic hardware, 
random access memory, key storage areas and 
external bus control unit. Encryption and 
decryption are carried out only in the CPU, and 
the operation in the CPU cannot be inferred 
from signals outside the CPU. 
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